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12 FAM 560
GENERAL ADMINISTRATION

(TL:DS-88; 02-13-2003)
(Office of Origin: A/RPS/DIR)

12 FAM 561 SECURITY INSPECTION OF
EXCESS PROPERTY

(TL:DS-88; 02-13-2003)
(Uniform State, AID, OPIC, TDP)

The person authorizing property to be removed is responsible for the
inspection of all material, furniture, typewriters, automated information
system (AIS) equipment, etc., leaving an office to ensure that no classified,
administratively controlled, or valuable material is inadvertently
unprotected. The unit security officer should also examine the property and
make a notation on Form DS-586, Turn-in Property Inspection Certification,
that an inspection has been made for classified material. The OF-302 should
also be signed by at least one person other than the unit security officer.
When inspecting safes, file cabinets, and desks, completely remove all
drawers from the furniture as paper tends to slide underneath and behind
the drawers. For additional directions, see 6 FAM.

12 FAM 562 INFORMATION SECURITY
EDUCATION AND TRAINING PROGRAMS
OPERATION

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

DS/ISP/APB is responsible for developing, defining, inspecting, and advising
on facilities, procedures, and controls for safeguarding classified and
administratively controlled information, and for the enforcement of these
regulations as they pertain to operations worldwide. DS/ISP/APB establishes
inspection programs and maintains active training and orientation programs
for employees requiring access to classified information to impress upon
each employee individual responsibility for exercising vigilance and care in
complying with the provisions of these regulations. These programs include
a continuing review of the implementation of these regulations to insure that
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national security information is properly safeguarded. For AID, IG/SEC/PSI
is responsible for the security education and training program.

12 FAM 563 POST AND UNIT SECURITY
OFFICERS

12 FAM 563.1 Designation of Unit Security Officers

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Domestically, the head of each major functional area must designate a
principal unit security officer to assist in carrying out the area’s security
responsibilities. Make a written notification of principal unit security officer
designations and changes to DS/ISP/APB. Principal unit security officers of
larger functional areas may designate and direct assistant unit security
officers to carry out security responsibilities. A written notice of unit security
officer appointment must be sent to DS/ISP/APB, as it is made. This listing
of USOs must be updated, as necessary, and sent to DS/ISP/APB whenever
a change occurs. For AID, IG/SEC is responsible.

12 FAM 563.2 Responsibilities of Post Security and
Unit Officers

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Employees designated as post or unit security officers perform the security
duties prescribed for them in addition to the duties of their regular positions.
Each post and unit security officer maintains an active training and
orientation program to impress each employee with individual responsibility
for exercising vigilance and care in complying with the provisions of the
security regulations. The post security officer maintains liaison with the RSO
and otherwise assists in the general administration of the security program
within the assigned area of jurisdiction. Domestically, the unit security
officer maintains liaison with DS/ISP/APB. For AID, liaison is maintained
with IG/SEC. In addition, the post security officer performs such other
security duties as may be required by the RSO.

12 FAM 563.3 Regional Security Officers
(TL:DS-61; 10-01-1999)
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(Uniform State, AID, OPIC, TDP)

With respect to the information security program at post, the RSO receives
advice, guidance, and direction from DS/ISP/APB. RSOs serve as the
program manager for the information security program at post under their
cognizance.

12 FAM 563.4 Contractor/Consultant Employees

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Regulations concerning contractor/consultant employees are located in 12
FAM 570.

12 FAM 564 BRIEFINGS

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

The information security education program shall include all personnel
authorized or expected to be authorized access to classified and/or
administratively controlled information. The program shall, as a minimum,
be designed to:

(1) Advise personnel of the adverse affects to the national security that
could result from unauthorized disclosure and of their personal and
legal responsibility to protect classified information within their
knowledge, possession, or control;

(2) Indoctrinate personnel in the principles, criteria, and procedures of
proper classification management, to include the classification,
downgrading, declassification, marking, control and accountability,
storage, destruction, and transmission of classified information and
material;

(3) Familiarize personnel with procedures for challenging classification
decisions believed to be improper;

(4) Familiarize personnel with the security requirements of their
particular assignment;

(5) Familiarize personnel with system security standards for use of
automated information systems;
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(6) Advise personnel of the strict prohibition against discussing
classified information over an unsecure telephone or in any other
manner that permits interception by unauthorized persons;

(7) Inform personnel of the penalties for violation or disregard of the
provisions of this regulation; and

(8) Instruct personnel that individuals having knowledge, possession,
or control of classified information must determine, before
disseminating such information, that the prospective recipient has
been cleared for access by competent authority; needs the
information in order to perform his or her official duties; and can
properly protect (or store) the information.

12 FAM 564.1 Initial

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

a. All employees must be afforded a briefing on these regulations. Each new
employee is required to read and sign Form SF-312, Nondisclosure
Agreement (see 12 FAM 564 Exhibit 564.1), at the time of entrance on
duty and prior to being afforded access to national security (classified)
information.

b. In addition, it is the responsibility of post and principal unit security
officers to insure that all newly assigned or newly employed personnel are
briefed on security matters specific to a post or area.

12 FAM 564.2 Refresher

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Under the direction of DS/ISP/APB, a program shall be established to
provide, at a minimum, annual security training for personnel having
continued access to classified information. Within AID, this will be
accomplished by IG/SEC.

12 FAM 564.3 Special Access

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Indoctrination briefings for Sensitive Compartment Information (SCI) or
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Special Access Program (SAP) will be conducted by INR or the program
manager for the SAP, respectively.

12 FAM 564.4 Termination

(TL:DS-88; 02-13-2003)
(Uniform State, AID, OPIC, TDP)

a. A security debriefing will be conducted and a separation statement will be
completed whenever an employee is terminating employment or is
otherwise to be separated for a continuous period of 60 days or more.
The debriefing is mandatory to ensure that separating personnel are
aware of the requirement to return all classified material and of a
continuing responsibility to safeguard their knowledge of any classified
information. The separating employee must be advised of the applicable
laws on the protection and disclosure of classified information (see 12
FAM 557 Exhibit 557.3) before signing Form OF-109, Separation
Statement (see 12 FAM 564 Exhibit 564.4).

b. AID’s Office of Security, IG/SEC, will conduct a security debriefing upon
the separation of AID employees.

12 FAM 565 THROUGH 569 UNASSIGNED
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12 FAM 564 EXHIBIT 564.1
FORM SF-312, CLASSIFIED
INFORMATION NONDISCLOSURE
AGREEMENT

(TL:DS-61; 10-01-1999)

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

AN AGREEMENT BETWEEN AND THE UNITED STATES
(i@ of individual -- Printod or typod)

1. Intending to be legally bound, | hemby accept the obligatons contained in this Agreerment in considemtion of ry
being granted access to classified informmation. As used in this Agreerment, classified information is marked or
unrmarked classified infarrmation, including oral communications, that is classified under the standards of Executive
Order 12958, or under any other Executive arder or statute that prohibits the unauthorized disclosure of information in
the interest of mational secunty; and unclkssified information that meets the standards for clessification and is in the
process of a classification deterrnination as provided in Section 1.1, 1.2, 1.3 and 1.4ie) of Executive Order 129565, or
under any other Executive order or statute that requires protection for such information in the interest of national
security. | understand and accept that by being granted sccess to classified inforrmetion, special confidence and trust
shall be placed in me by the United States Gowvernment.

2. | hereby acknowledge that | hewe received a security indoctrination cencerning the nature and protection of
classified informetion, including the procedurss to be followed in sscertaining whether other persons to whom |
contemnplate disclesing this information hawve been spproved for access to it, and that | understand these procedures.

3. | hawe been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of clssified
information by me could cesuse dsmage or irreparable injury to the United States or could be used to adwntege by a
fareign nation. | hereby agree that | will never divulge classified informmation to anyone unless: (&) | have officially
wverified that the recipient has been property authorized by the United States Gowvernrment to receive it; or (b) | have
been given prior written notice of suthorization from the United States Gowvernrment Departrment or Agency (hereinafter
Departrrent or Agency) responsible for the classification of information or last granting me & security clearance that
such disclosure is permitted. | understand that i | am uncertsin sbout the classification status of information. | am
required to confirm frorn an authorized official that the informstion is unclassified before | may disclose it, except to a
person as provided in (a) or (b)), sbowe. | further understand that | am obligeted to comply with lsws and regulstions
that prohibit the uneuthorized disclosure of classified inforrmation.

4. | have been sdvised that any breach of this Agreement mey result in the termination of any security clearances |
held; rermowal from any position of special confidence and trust requiring such cleamnces; or terminaton of oy
employrment or other relationships with the Departments or Agencies that granted my security clearance ar clearances.
In addition. | have been sdvised that any unauthorized disclosure of classified information by me may constitute a
violation, or vielations, of United States criminal laws, including the provisions of Sections 841, 723, 794, 795, *952
and 1924, Title 18, Unied Stetes Code, *the provisions of Section 733ib), title B0, United States code, and the
provisions of the intelligence |dentities Protection Act of 1982, | recognize that nothing in the Agreement constitutes
& waiver by the United States of the right to prosecute e for any statutony violation.

5. | hereby assign to the United Stetes Government all royalties, mmunerations, snd ermoluments that hawve resulted,
wiill result or ray result from amy disclosure, publication or revelation of classified information not consistent with the
terres of this Agreerment.

&8. | understand that the United Stestes Government mey seek any remedy available to it to enforce this Agreement
including, but not limited to, application for & court order prohibiting disclosure of infommation in besach of this
Agreerment.

7. I understand that all clagsified infommation to which | heve access or may cbtain sccess by signing this Agreerment
iz now and will rermein the property of, or under the control of the United States Gowernrment unless and until
othenwvige determnined by an sutherized official or final ruling of & court of law. | agree that | shall return all clagsified
materials which have, or may came inte my pessession or for which | am respensible because of such access: (a)
upon dermand by an suthorized representstive of the United Ststes Gowvernment, (b) upon the conclusion of rmy
employment or other relationship with the Departrent or Agency that lsst grented me a security clesrance or that
provided re sccess o classified informetion; or () upon the conclusion of my employrent or other Blationship that
requires access to classified infermation.  If | de not return such materials upon reguest, | understand that this ey be
& violation of Sections 793 andfor 15924, Title 18, United States Code, a United States criminal law.

5. unless and until | am releazed in writing by an authorized epresentstive of the United States Gowvernrment, |
understand that all conditions and abligations irmposed upon me by this Agreerment apply during the tirme | am granted
access to classified information. and at all times thereafter.

9. Bach provizion of thiz Agreement is severable. If a court should find any provision of this Agreerment to be
urenforcesble, sl other powvisions of this Agreerment shall rerrain in full force and effect.

fConynue an everse.)

NEM TE40-0 | -280-E499 STANDARD FORM 312 iRaw. 1-00]
Pigvicus edifien ned usable Pigsciibad by NARAAEOO
32 CFR 2003.E.0. 12958
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10, These restrictions are consistent with and do not supersede, conflict with or othenwise alter the employes
obligations, rights or liabilities created by Executive Order 12985, Section 72711 of Title 5. United States code
[governing dieclosures to Congress), Section 1034 of Title 10, United Ststes code. as amended by the Militany
Whistleblower Protection Act (gowverning dizclosure to Congress by members of the militany); Section 2302(b) (8) of
title B, United States Code, as amended by the Whistleblower Frotection Act (gowverning disclosures of illegality.
wagte, fraud, abuge or public health or safety threats); the Intelligence ldentities Frotection Act of 1952 (B0 L5 C.
421 et seq.) (gowerning disclosures that expose confidential Sowernment agents), and the statutes which protect
against digclogure that may compromise the national security, including Sections 841, 793, 784, 795, 952 and 1924
of Title 15, United State Code, and Section 4(b) of the Subwversive Activities Act of 1950 (B0 5.2, Section 783(b)).
The definitions, requirements, obligations, rights. sanctions and liabilities crested by said Executive Order and listed
statutes are incorperated inte this Agreement and are controlling.

11. | hawe read thiz Agreerment carefully and my gquestions, if any, hawe been answered. | acknowledge that the
briefing officer has made awailable to me the Executive Crder and statutes referenced in thiz sgreerment and itz
implerrenting requlation (32 CFR Section 2003, 20) so thet | mey read them st this time. if | 2o choosge.

SICNATURE DATE foaoedd- oyl FOCIal SECURITY NUMBER
[ Nodioe halo w)

ORCANIZATION IF CONTRACTOR, LICEMSEE, GRANTEE OF AGENT, PROVIDE: MaME, ADDRESS, AND IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER|
(Typaor mriad)

WITNESS ACCEPTANCE
THE EXECUTION OF THIE AGREENENT WAS THE UNDERSIGNED ACGCEPTED THIES AGREEMENT ON
WITNESSED BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOYERMNENT.
EIGHATORE DATE fmamr 0d-yyyy] |BIGHATURE DRTE e 0o-yypy]
NAME AND ADDREGS (Typeor miall WAME AND ADDREGE (Typeor miai)

SECURITY DEBRIEFING ACKNOW I EDGMENT

| reaffirm that the provisions of the szpionage laws, other federal criminal lews and sxecutive orders sppliceable to the aefeguerding of claszified
information have b=en mads avemilable to me; that | haves returned el classifisd information in my custedy; thet | will net communicets or tran=mit
claceified informetion te mny uneutherized percon or orgenizetion; thet | will promptly repert te the Federal Buresu of Invectigation sny sttempt by
on uneutheorized person to solicit classified information, and that | lhave) lhave not) Istrike out ineppropriete word or words) received B security
debrie fing.

EICNATURE OF EMPLOYEE OATE (e dd- vyl

NAME OF WITHNESE [Typeor miad) SIGHNATURE OF WITNESS

MOTICE: The Privacy Act, 5 U.S.C. 552m, requires that federal mgencies inform individusls, &t the time information iz colicited from them, whether
the disclesurs iz mandetory or woluntery, by whet suthority such information is scolicited, and what uses will b mads of the information.  You are
hereby mdvize=d thet suthority for soliciting your Sociml Security Mumber 155K is Executive Order 3387, Your 55N will be uzed to identify you
precicely when it iz necezcary to 1) certify thet you have mccezz to the informetion indicated mbove or A determine that your mccesz to the
information indicated has terminated. Although disclosure of your 55M i= not mandatery, your failure to do 2o may impede the processing of such
certifications or determinations, or poscibly recult in the deniel of your being grented mccesc to clacsified information.

*MOT APPLICABLE TO NONMN G ChERMNMENT PERSONMEL SIGMING THIS AGREEMERNT.
STANDARD FORM 312 (Rav. 1-00) BACK
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12 FAM 564 EXHIBIT 564.4
FORM OF-109, SEPARATION STATEMENT

(TL:DS-88;, 02-13-2003)

U5, Dopartrnent of Stata

SEPARATION STATEMENT

I. raka tha fallawiing statarnentin connaction vaith my
Iplmase My pe or pand)
=saparation from smploymentin the 1.5, Department of State. 4= used herein, the term “smployrment® inoludes all pariods of assignrmentar
datail, as well as any periods of temporary, part-tine or intermittent sroploymant thersin, and the tarm “separation” inoludes suspansion far
any paried in axocoss of 30 days, retrament from active duty. ransfar to ancther agenoy, resignation. furleugh to anter military sarvies, ato,

1. | hawa surrandarad to re=sponsible officials all olassifiad or administratively controlled doouments and material vuith wehich | swas oharged or
which | had in ry pomsession, and | am not retaining in my possession. custedy, or contrel, docurnants or matarial containing classifiad or
administratwaly contrellad inforriation furnishad to me during the course of =uch ampleyment or dowvelopad as a conzaquence tharaof.
including any diaries, memerandurms of ¢cnwvermation, or other decurnents of & persconal naturs that contain clas=sified or administratiwaly
oontrallad information .

2. | hawve =urrenderad to responsible officials all unclas=ifisd decurments and papers relating te the official business of the Gowvernment
acquirsd by ma whila in the amploy of the Dapartmant.

3. | =hall nat publizsh, nor raveal to any person, any olamifiad or administratively controlled infermation of which | hawe knowladge, or any
othar information tran=mitted to me in eonfidence in the course of my official duties, = <copt as may be authorized by officials of the
arplaying Deopartrnent ampovearad to grant permizsien for such diselozura.

4. | hawe besn adwvised by the interviswsing officer whoss name appears balowe and understand the oriminal penalties relating te U.5.
Gowarnmant racords and information and tha usa tharacf:

Tile 15, U.5. Code Tite 50, U.S. Code
Saotion 783(b) - Cormriunicaton of Clas=fiad Inforrnaton
Gowvarnrment Officsr or Employes

Saction B41 - Fublia Monay, Froparty or Racords
e ¥
TFE3id) - Fanaltias for Wiclation

3 - Gathering, Tran=mitting or Lesing
Dafansa Inforrmation
794 - Gatharing or Dalivaring Dafansa
Infarmation to Ajd Foraign Gowt.
7835 - Disclesure of Classifisd Information

Tiled? U5 Cods

LELLE TP R el Y

952 - Diplornatic Codas and Corraspondancs

Seotion 2272 -

Wiolation of Specifio Seotions

19065 - Disclosure of Confidantial Information 2273 - “ielation of General Section=
2071 - Concsalmant. Rarnowval, or butilaton of 2274 - Corarunication of Rastrictad Data
Facards 2275 - FRacsiptof Restictad Date
2276 - Tamparing With Restriotad Data

2277 - Diselosura of Restriotad Data

These restrictions are consistant with and do net supersads, conflict with or otherwize altsr the smpleyss obligations, rights or liabilities
oreated by Exscutive Order 1 2865, Section 7211 of Title 5, United States Code {gowerning disclosures to Congress]; Seotion 1034 of Title
10, Unitad Statas Coda, as amandad by tha Military Whistablovear Frotaction faot (gowarning diselosure to Congrea=s by rarmbars of tha
rilitaryl, Section 2302b1T) of Titls 5. Unitad States Code, as armsndsd by the Whistleblowar Frotaction Lot {gowerning disclosuras of
illagality, veasts, fraud, abu=e or public health or safsty threats). the Intslligencs ldentities Frotection Lot of 18282 {E0 U.SC. 421 ot =aq.)
igowarning disalosures that could axpoze confidantial Gowarnrant agsnts); and the statutes which protect against disalosura that ray
compromisa tha national sacurity, including Sastions 641, 793, 794, 795 and 95 2 of Titla 15, Unitad Statas Coda, and Seotion 4(b] of tha
Subwersive Actvities Aot of 1860 (0 U S.C. Section 723{E])). The definitens, requirements, obligations, rights, manctions and liabilities
oraatad by =maid Exacutiva Ordar and listad =statutas ara incorporated ints this Agrasmant and ara contralling.

E. | reaffirrn that tha provisions of the s=picnags laws, other fadasral criminal lawws and saxscoutive orders applicabls to the =afsguarding of
classified information hawve been made availabls to me, that | hawe returned all classifisd infermation in my custody, that | will not
sommunicata or transmit ola=sifiad information to any unauthorizad parsan or organization; that | will prarapdy raport to tha Fadaral Buraau
of Imvastigation any attsrmpt by an unauthorized pear=on to =olicit cla=z=ifiad inforrmation. and that | (hawvelihaws not) (=tnfe owe fnsporoor it
word ar veerds ) rac sived 8 =aourity dabrisfing.

. | hawva basn advizad by the intervisawing officsr whoza signaturs appsars balove and fully undar=stand that Section 1001 of Title 15, Unitad
State=s Code, provides oriminal penaltes for knowingly and wilfully falsifying or concealing rmatsrial fact in & =tatsrnsnt or docurnent
submittad to any dapartment or aganoy of the Unitad States Gowvernment conoarning a matter under its jurisdiotion.

Signatura of Intarviawing Officar Signaturs in Fresance of Intarviawing Officar

Diate (Mx-dd-yanm Date o f Birth gum-dd-mnn]

Typad Marna of Intarvawing OFficar Date Signed fem-dd-amom]

Typad M, f Ernpl
Fost, Departnent yped Mama of Erplo yas

Qthar Marnes Usad During This Faricd of Eraplayrant
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